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that a limited amount of backup data related to certain dealerships was acquired without
authorization between October 29, 2016 and November 7, 2016. While it appears that the data
may have been acquired during a security researcher’s review of the backup process, our
investigation is unable to specifically identify who may have acquired the data.

DealerBuilt provided notice of this incident to impacted dealers beginning on November 18, 2016.
Since that time, DealerBuilt has been working with the third party computer forensic instigators to
identify those individuals impacted by this incident. While DealerBuilt’s investigation into this
event is ongoing, it has determined that the impacted backup data may have contained the
following information for impacted individuals: name, date of birth, Social Security number,
driver’s license number, credit card number, and/or financial account number. The backup data
may have also contained corporate financial account numbers if that information was stored in the
dealership data that was being backed up by DealerBuilt.

Notice to New Hampshire Residents

On January 9, 2016, DealerBuilt will begin mailing notice letters to potentially affected
individuals which includes twenty-six (26) New Hampshire residents. The notice will be provided
in substantially the same form as the letter attached here as Exhibit A.

Other Steps Taken and To Be Taken

In addition to providing written notice of this incident to all affected individuals on behalf of the
affected dealerships as described above, DealerBuilt is offering all affected New Hampshire
residents one year of credit monitoring and identity restoration services with Experian
ProtectMyID. DealerBuilt is also providing written notice of this incident to other state regulators
and consumer reporting agencies, where required.

DealerBuilt is taking steps to mitigate the risk that an event like this happens again. In addition to
utilizing third-party forensic experts to investigate this incident, DealerBuilt also retained a
separate IT firm to assist with a security audit of its systems. As part of its ongoing commitment
to the security of the information in its care, DealerBuilt has implemented additional measures to
further protect its systems.

Contact Information

Should you have any questions regarding this notification or other aspects of this event, please
contact us at (267) 930-4786.

Very truly yours,
/4,/7

Ryafi C. Loughlin of
MULLEN COUGHLIN LLC




EXHIBIT A






What You Can Do. You can review the enclosed Steps You Can Take to Prevent Identity Theft and Fraud
for more information on ways to protect against the potential misuse of your personal information. You
can also enroll to receive the complimentary credit monitoring and identity restoration services.

For More Information. Again, we take the security of personal information in our care very seriously.
We apologize for any inconvenience or concern this incident may cause you. We understand that you may
have questions that are not addressed in this letter. If you have any questions or concerns please do not
hesitate to contact our dedicated assistance line at (877) 237-9502 between 9:00 AM — 7:00 PM EST
Monday through Friday, excluding major holidays. Please provide reference number 5958122716 when
calling.

Sincerely,

= =

Mike Trasatti
CEO
LightYear Dealer Technologies, LLC dba DealerBuilt

Enclosure










You can further educate yourself regarding identity theft, fraud alerts, and the steps you can take to protect
yourself, by contacting the Federal Trade Commission or your state Attorney General. The Federal Trade
Commission can be reached at: 600 Pennsylvania Avenue NW, Washington, DC 20580,
www.identitytheft.gov, 1-877-ID-THEFT (1-877-438-4338); TTY: 1-866-653-4261. The Federal Trade
Commission also encourages those who discover that their information has been misused to file a complaint
with them. Instances of known or suspected identity theft should also be reported to law enforcement or
your state Attorney General. You have the right to file a police report if you ever experience identity theft
or fraud. Please note that in order to file a crime report or incident report with law enforcement for identity
theft, you will likely need to provide some kind of proof that you have been a victim of identity theft,
Maryland residents may contact the MD Attorney General’s Office, General Consumer Protection
Division, at 1-888-743-0023, www.oag state.md.ug, or 200 St. Paul Place, Baltimore, MD 21202. North
Carolina residents may contact the NC Attorney General’s Office, Consumer Protection Division, at 1-

may contact the RI Attorney General’s Office at (401) 274-4400, http://www.riag.ri.gov/, or 150 South
Main Street, Providence, RI 02903. There are three (3) Rhode Island residents affected by this incident.
This notice was not delayed as a result of a law enforcement investigation.
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